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Never let a good 
crisis go to waste

Risk Management Framework
Norm Cockerell & Kim Flanagan

“Never let a good crisis go to waste”. There is 
controversy as to whether Winston Churchill 
actually said this first during the Yalta conference 
in WWII. We definitely know that Rahm Emanuel 
said it in 2008 when he was an advisor to 
President Obama. Looking at this another way 
it is less about the crisis itself rather how you 
respond to it.

Astute and successful leaders are able to 
accurately read the environment they are 
currently operating in and bring forward ideas 
that are of their time and relevant to the needs 
of the business. Thanks to COVID-19 the whole 
of society has a heightened awareness of risk. As 
Directors, we understand the need to take risk 
to achieve the business objectives. The Board 
collectively has a responsibility to set the risk 
appetite and ensure there is an appropriate Risk 
Management Framework in place to identify 
and manage risk. That is the baseline. With the 
heightened awareness from the crisis there is 
an opportunity to review your Risk Framework 
and embed risk management as part of your 
business DNA.  One certainty is that post 
COVID-19 the business world will not be the way 
it was in the past.

The purpose of this paper is to encourage open 
discussion on the appropriateness of your 

organisation’s Risk Management Framework for 
the changed environment and use the capacity 
created by the lockdown to review your risk 
systems, processes and be ahead of the curve as 
the business transforms into the future.

Discussion
The recognised Standard for Risk Management 
is ISO 31000:2018.  The Standard provides a set 
of guidelines for risk management practices e.g. 
identification, assessment, and control of risk. 
However, they only provide the basic processes 
and many companies choose to build on the basic 
principles to further develop their risk framework 
into best practice management systems.

Full ownership of the risk framework and 
Enterprise Risk Register is essential for all Board 
Directors to ensure they are fully aware of their 
fiduciary duty, legal obligations and governance 
as an Officer of the Company.  Board Directors 
are fully liable under several State and Federal 
Acts, some with custodial sentences and hefty 
fines, especially the various Occupational, 
Health & Safety and Environmental Acts (EPA).  
There are numerous Statutory Authorities 
such as WorkSafe, Environmental Protection 
Authority, Australian Charities and Not-for-Profit 
Commission (ACNC) and Australian Securities 
and Investment Commission (ASIC). It is essential 
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that Boards and Senior Management are fully 
trained in their obligations, responsibilities, 
and risk management processes to fulfil their 
statutory requirements under these Acts.

The risk framework is an overarching, company 
wide document that informs Directors, Senior 
Management, Statutory Authorities and Auditors 
on how the company manages all risks within the 
business. It sets out processes for identifying, 
assessing, mitigating and controlling risk and the 
level of risk the Board of Directors are willing to 
accept (risk appetite).

Risk are assessed and documented on Risk 
Registers that use the consequence and 
likelihood scale.  Risk Registers are usually 
developed on three levels:

• Enterprise Risk Register (Owned by the Board 
of Directors)

• Operational Risk Register (Owned by Senior 
Management)

• Site Risk Register (Owned by an individual Site)

Enterprise Risk is owned by the Board of 
Directors and usually consists of only 8-12 
risks. Each risk has a separate risk category e.g. 
Finance, Legal, OHS, Environment etc. with a 
matrix that allows for easy assessment of that 

risk.  Risk is firstly assessed with no controls or 
mitigations in place (Inherent Risk) and assessed 
again after controls and mitigations are in place 
(Residual Risk).  Every risk has an owner who is 
responsible for the mitigations and controls and 
provides an update to the Board of Directors no 
less than twice annually.  

Operational and Site Risk Registers are managed 
the same as Enterprise Risk and do fall into the 
same categories of Risk, however, there will be 
a multitude of risks that are identified, assessed 
and controlled.

Steps to review risk 
framework
As per the Process Overview there is a structured 
approach to reviewing your risk framework. 
Regardless of the current crisis reviews should 
be completed on a regular basis, at least every 12 
months.

Establishing the Context
The business defines the internal and external 
operating environment in which the firm 
operates. In light of COVID-19, projecting the 

PROCESS OVERVIEW

ESTABLISHING THE CONTEXT

RISK IDENTIFICATION

RISK EVALUATION

RISK ANALYSIS

RISK TREATMENT

RISK ASSESSMENT
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future environment will be challenging. However, 
knowing it will be different Directors are required 
to use their judgment in such matters in the best 
interests of the company or organisation.

Risk Identification
As well as the traditional business risk 
assessments, how has COVID-19 already impacted, 
how will it continue to impact the business going 
forward, and what if we go into lockdown again 
sometime in the future; what are the risks? What 
can we learn from the recent actions of others 
and be aware impacts can be both positive and 
negative on the company’s objectives. 

Risk Analysis and Evaluation
As well as assessing the inherent risk, the 
controls and the residual risk, it is very important 
to review the parameters of your Risk Matrix 
to ensure it encapsulates the full range of the 
company’s current operating conditions.

Risk Treatment
Determine the priority of the treatment plans 
for each risk level of risk. With the uncertainty 
surrounding the way forward with COVID-19, the 
biggest challenge will be putting treatments in 
place with no precedence and the uncertainty of 
their effectiveness. 

Summary
With COVID-19 creating a heightened awareness 
of risk,  now is the perfect time for Directors to 
reflect on their company’s risk appetite, reset 
the risk framework for the changed operating 
conditions and to work with the Executive team 
to be in the best position for your business 
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Our collective skills and experience will 
bring to bear the most appropriate 
methodology for the circumstances, 
address organisational risks and develop 
an improvement plan.  Achieving 
sustainable change requires strong 
leadership and we will assist the senior 
executive team to lead the change and 
embed them into the organisation’s DNA.

to capture the opportunities as the economy 
rebounds. Let’s learn from the recent events and 
place your organisation in a more resilient position 
to handle crisis into the future, it may not be that 
far away, and “never let a good crisis go to waste”. 


